2.

Connecting Windows XP to the Riverpoint Wireless Network

To connect an XP computer to the Riverpoint wireless network, you must first authenticate the computer and then connect
through Clean Access. This document explains each of these processes.

1. Give Windows control of wireless: 4. Make the following changes in the Authentication tab,

a. Go to Control Panel, and click Administrative and click Properties:
Tools from the Services menu. a. Choose Protected EAP (PEAP) from the EAP type
b. Click Wireless Zero Configuration, and click drop-down list.
Start if available; otherwise, return to Control b. Be sure the Authenticate as computer when computer

Panel, and click Network Connections. information is available check box is not checked,

c. Right-click Wireless Network Connection, and and click Properties.
click Properties.

d. Click the Wireless Networks tab, verify that the
Use windows to configure my wireless network
SettlngS bOX |S Checked, and C|IC|( OK Select thiz option tojprovide authenticated network aceess for

wireless Ethernet networks,

Riverpoint properties 2=

Association  Authenlication | Connestion |

e. RIght_CIICk ereless NetWOI’k Connectlon, and [¥ | Enable IEEE 80217 authentication for this network
click View Available Wireless Networks. The
Wireless Network Connection window appears. EAP yps: [P atcotd E4F PEAT) =l
Click Change Advanced Settings, and click Add in the
Wireless Networks tab r ﬁ:\a‘t:i}:gltg:ate 5z computer when computer information i

[~ Authenticate &= guest when user or computsr information is

Double-click Riverpoint, and make the following changes unavailsble
to the Wireless Network Connection window that appears.
Click the Authentication tab when you are finished.

a. Type Riverpoint in the Network name (SSID) box.

b. Choose WPA2 from the Network Authentication
QK Cancel
drop-down list. o | oo |
c. Besure AES is selected in the Data encryption box. 5. Make the following changes, and click Configure:
21 a. Click Thawte Premium Server CA in the Trusted
Association |Authenlication| Connect\on' ROOt Certlflcatlon AUthOI’ItIES
Resatoene Dy | b. Click the Do not prompt user . . . check box.
™ Connect even if this network is not broadzasting
~Witeless netwark ke c. Be sure the Enable Fast Reconnect box is checked.

This network requires a key for the fallowing:

Protected EAP Properties 2ix

wwhen connecting:

¥ validate server certificate

Metwork Authentication,

Data encryption:

Wetwork key:
™ Connect to these servers:

Confirm network ke I I
Trusted Rook Certification Authorities:

Key indes [advarced): |1 = O Thawte Personal Freemail Ca -]

= O Thawte Personal Premium CA

= | The keyis provided for me sutomatically Thawte Premium Server CA

[ thawte Primary Rook CA
X O Thawte Server Ca
I™ Thisis a coTputer—toLcomguter [ad hoo) netwark: wirsless D Thawte Timestamping CA |
IS LS G0 W T [ Trusted Certificate Sarvices =
< B
IVDD niot prompk user to aukhorize new servers of trusted
Cancel certification authotities.

Select Authentication Method:

ISecured password (EAP-MSCHAP wZ) j Configure...

[V Enable Fast Reconnect
" Enable Quarantine checks
[ Disconnect if server does not present cryptobinding TLY:




The EAP MSCHAPvV2 Properties dialog box appears.
x

When connecting:

r Automatically uze my Windows logon name and
paszword [and domain if any).

o]

Cancel |

Uncheck the Automatically use my Windows logon . . .
check box, and click OK.

Click OK in each of the windows that appear. The
Wireless Network Connection balloon appears.

{1 Wireless Network Connection Iz‘

Click here to seleck a certificate or other credentials For
connection to the network Riverpoint

Click the balloon, enter your user name and password in
the Enter Credentials dialog box that appears, and click
OK.

Enter Credentials x|

User name: I

Password: |

Logon doman: |

I | sawe this user name and password For, Future use

If you have successfully achieved authentication, the
Wireless Network Connection is now connected balloon
appears.

(] Wireless Network Connection is now connected |Z|

Connected to: Riverpoint
Signal Strength: Excellent

NOTE: If authentication fails, the Enter Credentials dialog box

will persist. Be sure you have followed these steps
correctly. Any persistent failure will be up to you to
resolve.

6.

Open a browser window. The Riverpoint Clean Access
Authentication screen appears.

Riverpoint Clean Access Authentication
Usemame [
Password [

Please provide your eredentinls to access this network

Enter your user name and password, and click Continue.
The Network Security Notice screen appears. Read the
information presented, click Launch Cisco NAC
Windows Agent, and click Run when the security
warning appears. The Cisco NAC Agent dialog box
appears.

Enter your user name and password, and click Log In.
Click OK in the dialog box that appears telling you that
you have full network access. The Cisco NAC Agent icon

appears in your system tray.

{#P Cisco NAC Agent Ji

alualn
cisco Cisco NAC Agent Usemame

Password
B Remember Me

Server: Riverpaint

Resel

Congratulations! You are now connected to the wireless
network.

NOTE: The Clean Access Agent, which is used to connect to

the wireless network, will automatically appear from now
on whenever you are within range of the Riverpoint
wireless network.




